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Different perspectives on risk
» Key concepts and definitions
» Risk management “domains”

Importance of stakeholders
» Why are they important, who are they?

Risk mgmt process

>~ Main steps and techniques

» Main pitfalls

Process risk management

» How are risks associated with process?

How to sell risk management capability
» Who is the customer?

» What is the value proposition?

» What is the solution?

\

\

\

\
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Need for Explicit Risk Managemént

> Most R&D projects are challenging,
complex undertakings

» Complex, large projects contain risks
that

» are too numerous to be dealt with by ad hoc
methods

» are beyond our ability to deal with them intuitively
» require communications with others
» cannot be ignored on subjective grounds

> Big and complex projects require
systematic and explicit risk
management

— softability

Everybody manages risks all the time in their every day life. We buckle up and
are in constant alert for something unexpected, when we drive a car; we eat
well and take health insurance. These risk are familiar to people and they are
easy to manage intuitively.

Risks in complex and large projects cannot be managed intuitively, because
the risk are too numerous, they are too complex and they require
communication with other people.



Objectives of Risk Management

> Control
> All projects have risks and some risks will occur

» RM is an investment into the future:

» It is often cheaper to avoid a potential problem than
fix an occurred one

> If you only fix problems as they surface, the flow of
future problems will continue to keep you busy

» RM improves predictability and control of projects

» Understanding

» Know where the risks are and focus on essential risk
areas

» Consistent understanding of risks throughout the
organization

» Learn from the risks that occurred

— softability

All projects have risks and some of them will inevitably occur. However,
it is often cheaper to avoid a potential problem than fix an occurred
one. Risk management tries to do this and you can think of it as an
investment into the future.

By identifying and analyzing risks, it is possible to know the essential
risk areas and to concentrate risk controlling efforts effectively.

By controlling the biggest risks, we improve predictability and control in
projects.

Consistent use of risk management practices and terminology helps
communicating and understanding the risk information.

By analyzing the performed risk management activities and the risks
that occurred, we can improve risk management for the future.



Key Concepts

— softability

This part gives an overview of the key terminology of risk management.



1. | “We don't have a lot of experience in graphical user
interface”
“Requirements are unstable”
2. | “Excessive time may be spent on user interface
development”
| “Requirements may change”
3. | “We may have to rework the user interface”
“Extra development effort may need to be spent due to
_ requirements change”
4. | “Project may be late and over budget”

“There is a 50% risk that Joe will quit before system
testing phase”
6.  “The use of CASE tool XYZ is a risk in the project”
“It would be a risk to deliver the prototype too early”

— softability

Here are different kind of statements. Which ones of these correnspond
to your idea of "risk”?



“We don't have a lot of experience in
graphical user interface”
“Requirements are unstable”
:> 2.| "Excessive time may be spent on user
interface development’
“Requirements may change”

Risk factor: something :> 1.
that influences risks

Risk event:
occurrence of the risk

Risk outcome: ::) 3. :We may have to rework the user interface”

consequence of an event Extra development effort may need to be
spent due to requirements change”

Risk effects: :> 4. "Project may be late and over budget’

effects of risk

:> 5.| “There is a 50% risk that Joe will quit
before system testing phase”
6.| “The use of CASE tool XYZ is a risk in the
project’
“It would be a risk to deliver the prototype
too early”

Risk probability:

— softability

Risk is a complex, multi-faceted concept and a single word “risk” is
often insufficient for deeper and thorough analysis.

In order to understand risks well, more precise terms need to be used:
they will allow more accurate and effective discussion and analysis of
risks.

Risk Factor is a known characteristic that affects the probability of a
negative event occurring. It describes the environment and does not
have a probability associated with it.

Risk Event represents an occurrence of a negative incident. Itis a
probabilistic phenomenon, i.e., it is not known for certain whether it will
happen or not.

Risk Effects represent the final impact of a risk event to the project
and they should be described in terms of project goals.

Probability is an attribute of risk event.



Scope of Risk Management b

Project
view:

falling short
of goals

\‘ Financial
view:
variance

Risk
Management

Uncertainty Impact

N

Pain Gain
(Risk) (Opportunity)
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Strategic Planning vs. Execution

Opportunity managemen

Shifts in
risk
mgmt
focus

||
Strategic Planning  Execution
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Risks and opportunities need to balanced with each other.

In the strategic planning, opportunities receive the main attention and
primarily determine the strategy, risks being considered as well.

When action plans are being made, opportunities and risks need to be
balanced to result in a feasible plan, be that program plan, business
plan or production plan.

Once the plans and commitments have been made, the main focus of
risk management shifts to ensuring that the intended commitments and
planned objectives can be met.



Definitions of Risk

> A general definition:

» a possibility of loss or any characteristic,
object, person, or action that is associated with
that possibility.

» Risk is often associated with some key
attributes:

» loss: some harm or damage

» probability: there is uncertainty about
whether the loss will occur

But:
this definition is too abstract and misses key
information ...
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A dictionary definition of risk is: ”A possibility of loss or any
characteristic, object, person, or action that is associated with that
possibility.” However, this definition is too abstract.



Definition of Risk

> Uncertainty associated Risk
with reaching the
objectives.

» Risk has two main
attributes:

» Impact: some
damage (“pain”)

» uncertainty: there is uncertainty about
whether the loss will occur

Uncertainty Impact
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Risk is traditionally characterized by probability and loss, and this is
how most of the risk management approaches value risks.

Uncertainty associated to risk indicates that we are dealing with
phenomenon may happen — or it may not.

Impact refers to the effects that the risk would have. In the case of
risks (as opposed to opportunities) the impact is mainly a negative one:
loss of money, resources, reputation, or missing a deadline.

Risk is different from a problem (or an “issue”). Problem is a situation
where there is (practically) no uncertainty associated with the negative
impacts. Problems are often identified during risk management but
they do not need to be carried along in the risk analysis: they should be
assigned for resolution ASAP, depending on their seriousness.



Goals and Stakeholders _

Risk

» The evaluation of impact is based
on what is expected - and who is
having those expectations:

~ goals or expectations:
without them the definition )
of loss is vague or does Uncertainty Impact

not exist

~ stakeholder: goals and |
expectations are associated
to some interested party, a person Goal

or an organization / |
r¢ Risk analysis must be based on good Stakeholder

understanding of goals and stakeholders
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Risk is traditionally characterized by probability and loss, and this is
how most of the risk management approaches value risks. However, to
understand the loss, one needs to know, what the expectations were.

Say an event causes the project to be finished by the end of December.
If the original goal of the project was to finish by end of December, this
is not a risk. But if the goal was to finish by the end of September, this
event represents a delay of 2 months and therefore is clearly a
significant risk.

Goals and expectations don’t exist as such, but they belong to
stakeholders. By identifying relevant stakeholders and their
expectations, it is possible to prioritize risks and then decide, what to
do with them.



Definitions of Probability

» Classic probability
» Future outcomes are decomposed into atomic,
equally probable components
» Frequency-based probability
» Ratio of a certain event in an infinite series of
identical trials
-~ Subjective probability
~ A person’s subjective belief of the likelihood of
an event occurrence
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Here are listed three different definitions of probability.

*The most basic of them is classic probability, where future outcomes
are decomposed into atomic, equally probable components, such as
throwing dice. This definition, however, cannot be used in software
projects.

A second definition is frequency-based probability and this definition
may sound useful, but software projects are always unique and so this
definition does not apply here either.

*The definition that is left is subjective probability, where a likelyhood of
an event is based on a person’s subjective belief. This may not be very
scientific, but it is the only definition that can be used.



Risk Management "Domains”

>~ Risk compliance

» Prove that you have an effective risk
management system in place

>~ Enterprise risk mgmt

» @Gain business value from effective risk
management

> Project risk mgmt
» Ensure success of projects

— softability
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A Generic Risk Management Process

Practically all
risk e Potential
management
methods have
a similar
generic
process model

information

sufficient

implemente prioritized
actions risks
- softability

This slide presents a generic risk management process. All of the well known
risk management process models have the same four basic steps, even
though they may be named differently:

* Identify — risks are identified
* Analyze —risks are analyzed and prioritized
+ Control — controlling actions are taken to mitigate risks

* Track (Monitor) — risk situation is monitored and new identify, analyze and
control steps are initiated as needed.



Stakeholder and Goal Review
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This presentation describes the project goal review.



Stakeholders \ b

» Stakeholder is any individual, group, or
organization who can affect, or be affected by, the
process or its results

~ Stakeholders can be, e.qg., @ AR

» Line management C
4

» Customer(s) &) ﬁ{&
» Partners, suppliers and vendors f\ >

» Other programs or units #\\.
» Personnel NP
> Society

» It is important to know the main stakeholders and
their interests

)

3

N

ol
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Goal Definition

» Goals can be found usually in the
following areas:
» schedule;
» resources used, most often personnel time;
~ cost of development;

» product requirements, which can include
both functional and other quality
characteristics;

» resource utilization; and

> technical constraints, such as hardware
platforms, operating systems and use of
particular software tools.

— softability

Goal Definition

Description

Existing goal definitions are reviewed and refined, if necessary, implicit goals are
identified and defined.

The association and expectation levels between goals and stakeholders are defined.
Frequency
Performed once right after risk management mandate definition.

Can also be performed if new goals or stakeholders have been identified or existing
goals or stakeholders have changed.

Responsible
Project manager.
Participants
Project owner, project stakeholders, project personnel.
Inputs
Project authorization information: goals, resources, schedule, budget.
Risk management mandate.
Output
Goal definitions.
Duration
1-2 hours



Goal and Stakeholder Priorities 7

~ Priorities for goals and stakeholders are
defined

>~ Approximate priorities are adequate

Stakeholders: | Custorer Poedt Uoper
priority: 1 personne | menagement
Goals: priority: 2 priorty: 1
Schedlie 1 3 1
Cost 2 4 2
Quelity 2 1 4
Functiondlity 3 2 3
— softability

Goals are linked to different stakeholders that are associated with a project.
This information will later be used in risk analysis to compare and rank risks

The relationships between goals and stakeholders can also be documented
using a stakeholder-goal priority table presented above. Such a table allows
approximate prioritization of goals for each stakeholder: each cell in the table
documents relative importance of goals for each stakeholder. It is important to
point out that if such rankings are documented for stakeholders, each column
should be read and interpreted independently. Priority values between
stakeholders for a given goal cannot be derived from such information. In
other words, goal priority rankings should be interpreted only within a single
column, not across columns.

As shown above, the relative priorities between stakeholders can also be
documented in stakeholder column headings.



Risk Analysis

— softability

This presentation describes the risk analysis step.



>~ Analysis performs two things:
>~ understand and communicate about the risks
>~ Prioritize the risks

» Several different techniques can be
used, each have their strengths and
weaknesses

> Analysis relies in subjective views of
participants

— softability




Understanding Risks:

Risk Tracking Tables

» Items in tracking tables may include

ID Priority
Area current
Origin previous
Description time on the list
Owner/responsible Risk status . )
s Potential controll.mg act.lons
Probability Selected controlling actions
Loss impact Action Status
ID Area Description Owner Pt:iclaiba- ill;lozf:t Priority s?aif:s C(;l::ttli'g:isng Asfatiz:
1 | project The required subcontractor J.Boss | high medium | high controlled | Negotiate a firm initiated
mgmt resources may not be available contract and guarantee
when needed
28 | technical | The DB interfaces are notwell | J. Date | medium | medium | medium | controlled | Perform tests ASAP initiated
known and may cause a delay
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There are several ways of documenting risks. One of them is using Risk
Tracking Tables.

The benefit of using this kind of documentation method is that it allows you to
document several risks one sheet of paper and gives you a good overview of
the risk situation. The downside of it is that it allows you to store only very little
information about the risks.



Understanding Risks:

Riskit Analysis Graphs

Riskit Analysis Graphs
Structure risk information
Visualize links between risk elements

Can link different risk scenarios and their
interactions

Can be used in textual form

Can be used in a simple form or scale up when
details are required

N

X

\

A\

N

Factor - Event - - Reaction - - Effect set -
Risk factor —* Risk event —* Reaction — Risk effects
— softability

The Riskit analysis graph is a graphical formalism that is used to define the
different aspects of risk more formally. The Riskit analysis graph can be seen
both as a conceptual template for defining risks, as well as a well-defined
graphical modeling formalism. In both cases, it can be used as a
communication tool during risk management.

It may not be necessary to create graphical scenarios from all the risks, just
the ones that are most important.

We have noticed that RiskitFlaps make it particularly easy to create risk
scenarios and discuss risks in risk management sessions.

(RiskitFlaps are colorful laminated Risk analysis graph elements that stick to
magnetic boards with magnets. They can be written on with water-soluble
pens and wiped clean for the next meeting. RiskitFlaps are available from R &
D-Ware at www.rdware.com)



Risk Scenario Development

» Risks items and clusters are used to define
representative risk scenarios

» Scenarios are built using the Riskit
analysis graph
» Example:

[ Reaction I I e rect set I
[ Factol Cosls exeeded
e P Accepldalay and | » Deadiine missed
Unfamiliarity with the | , added cost Reputation damage
user interface tool A Event Siteome /
A . ; ’
Unrealistic effort Prgfhcédbjzmd
— estimation y ' N
[ Factor 1 7 exeeding budgets |
Inexperience with user v >,
interface design A Allocate more by Cosls exeeded
Tesources significantly
— softability

Risk scenario development provides the detailed documentation of
risks that are selected for analysis. Risk scenarios are documented
using the Riskit analysis graph.

As there normally is limited time available for risk analysis, not all risk
items from the risk identification process can be included in risk
analysis. Therefore, selecting (“raw”) risk items from risk clusters is an
initial risk prioritization choice, yet this choice is made when the risks
are not yet analyzed. To counter the possible bias caused by such an
early selection, an adequate number of risk scenarios should be
developed.



Symbol Definition

Factor Risk factor (yellow banner). Represents risk factors. Risk factors name is
entered in the symbol. The factor should be named so that its influence is
unambiguous, e.g., one should name a factor “limited CASE experience”
instead of just “CASE experience”.

<enter description>

I B | Risk event (red banner). Represents risk events. Event name is entered in
R' k' t the symbol and the probability estimate of the event can be entered in the
I S I <enter description> symbol as well.

A na I ys IS [N outcome I | Outcome (gray banner). Represents the situation after the risk event has
G ra p h occurred but before reactions are carried out. Can be omitted.

<enter description>
Symbols

Reaction (green banner). Represents the actions that may be taken after the

risk event has occurred. Descriptive name of the reaction entered in the
<enter description> symbol. The reaction symbol can be omitted from the graph for null
reactions (i.e., when the reaction is “no reaction”).

Effect set Effect set (blue banner). Effect of a risk scenario to the situation. Each effect
is described or quantified w.r.t. explicitly stated project goals.

The effect is described as a deviation from the expected effect. If a goal is not
effected, it is not listed.

[ vy loss BB | Utility loss (light blue banner). Documents the utility losses for each

stakeholder. Can be omitted from the graph.

<effect 1>

<Stakeholder>: <loss>

_— Deterministic connector. Represents a certain relationship between risk
elements in the Riskit analysis graph.
————— | Stochastic connector. The causality between risk elements is either

probabilistic or is based on a decision to be made later.

The Riskit analysis graph uses specific symbols to represent risk elements.
The allowed symbols in the Riskit analysis graph are defined above. The
banners of the symbols are color-coded to support easier recognition of risk
elements. The Riskit symbols can be drawn manually or with any drawing tool.
However, we have implemented a drawing template on VISIO which contains
the Riskit symbols and thus supports easy creation and editing of Riskit
analysis graphs. The symbols are also available as MS Office Drawing
objects.

While the risk effect represents the impact the risk had on each project goal,
the concept of utility loss captures how severe the overall impact of effects is.
The concept of utility loss is based on the utility theory, a concept widely used
in economics and decision theory. The use of utility theory allows the
simultaneous consideration of multiple criteria and consideration of several
stakeholders. Furthermore, it is likely to result in more realistic evaluation of
the losses as the utility functions of stakeholders are generally believed to be
non-linear and there may be points of discontinuity in them. We have
sometimes used the term “pain” as a synonym for utility loss as the concept of
utility may appear too theoretical for practitioners. The utility loss is estimated
for each relevant stakeholder. Thus, each risk effect set has at least one utility
loss estimate associated with it.



Expected Value ,. \

» Same as Risk Exposure:
probability * loss

» Risks that have the highest expected
loss are highest risks, e.g., two risks
that have potential delays:
» Risk A: 20% * 5 months = 1 month
» Risk B: 50% * 3 months = 1.5 months
= Risk B is a bigger risk

» A commonly used formula for
prioritizing risks

— softability

Whether you are using expected value calculations, risk ranking tables or
Riskit Pareto ranking technique to prioritize the risks, you should always rank
probabilities and losses separately, so that they don’t influence each other (i.e.
first rank the probabilities of all risks, then rank the losses).

Once the rankings for probabilities and losses have been obtained for all risks
or risk scenarios, they can be ranked. The concept of expected loss can be
used to prioritize scenarios if both probability estimates and loss estimates
have been estimated using distance or ratio scale metrics. However, since
sometimes these estimates are pure guesses, multiplying them is a
meaningless operation.



Let's Play a Game ...

» You must choose between two gambles:
» 100% probability of losing 20 € 100% * -20 € = -20 €
» 1% probability of losing 2,000 € 1% * -2,000 € = -20 €
Will you play?

» How about this game:
» 100% probability of losing $20 € 100% * -20 € = -20 €
» 1% probability of losing $1,900 € 1% * -1,900 € = -19 €

» Last bid:
» 100% probability of losing 20 € 100% * -20 € = -20 €
» 1% probability of losing 800 € 1% * -800 € = -8 €

— softability

This game demonstrates the effect of unlinear utility loss functions that we
have. You can play this game by drawing a number between 1 and 100 on a
peace of paper and giving someone else a $20 note. He or she must then
decide, whether to give it right back (i.e. 100% probability of losing $20) or by
saying a number between 1 and 100. If he/she says the same number as you
have written on the paper, he/she must pay you $2000 (i.e. 1% probability of
losing $2000).

If the person acts according to the formula of expected loss, the both choices
should be indifferent. And if you improve the second offer by reducing the
amount to $1900, he/she should always pick that. However, people do not
often act this way, because of their unlinear utility function.

Organizations too have unlinear utility functions, therefore risk ranking with
expected loss calculations give wrong results, even if the probability and loss
estimated were correct.



Process Risk Management

> Processes are the new way of managing

an organization

» Gives the right focus

» Goes accross organizational borders

» Leading enterprises are very process-oriented
> Practically all risks can be linked to

Processes

» Process-based risk management makes

risk management more concrete and
manageable

— softability
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» Expected loss
cannot account Non-linear 3
for non'linear utility function Bias
utility function

» Most fields
assume non-
linear utility
functions

~ Riskit evaluates
expected utility
loss

| Loss = Utility loss

Utility loss

ILOISS' T T ssoftability

Utility theory is a concept widely used in economics and decision theory. It
states that people make relative comparisons between alternatives based on
the utility (or utility loss) that they cause. The utility is the level of satisfaction,
pleasure or joy that a person feels or expects. (Utility loss is therefore the
level of loss of satisfaction, ...). The use of utility theory allows the
simultaneous consideration of multiple criteria and consideration of several
stakeholders. Furthermore, it is likely to result in more realistic evaluation of
the losses as the utility functions of stakeholders are generally believed to be
non-linear and there may be points of discontinuity in them.

Many current risk management approaches are based ranking of risks based
on the loss they cause to some specific attributes of the project, such as cost,
time delay, or quality metrics. Often a single metric is used. This can be
detrimental for two reasons. First, the use of a single metric, or a small
number of metrics, can create strong bias away from secondary, yet influential
goals that should be considered. Second, research in economics and
management science has strongly indicated that decision are made based on
the changes in the expected utility (or utility loss) of alternatives. As the utility
functions of stakeholders are likely to be non-linear, use of direct loss metrics
can lead to wrong estimates and rankings of the risks. Therefore, the Riskit
method uses the concept of utility loss to compare and rank losses of risks.



How to sell risk management capa'b i

> Who is the customer?
> What is your value proposition?
> What is the solution?

solution?

> Why is it better than competitors’

— softability
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What is Risk Management Capability?

» Risk Management Capability refers to
organization’s ability to proactively take
and mitigate risks for business benefit

» Risk Management Capability is based on
> Personnel and their skills
~ Processes
> Tools
~ Software assets
» Technology and architecture
» Management system
> Organizational knowledge - tacit and explicit

» Risk management can be a Core Capability
that creates a sustainable competitive
advantage for the organization in its business

— softability
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Who is the Customer?

> Risk compliance:
» Internal audit unit
> Quality management function

» Enterprise risk mgmt:
» Business unit heads
» Risk management directors

» Project risk mgmt:
»~ Process owners
» Program managers
»~ Business unit executives

— softability
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What is a Value Proposition?

> Wikipedia:

» “A value proposition in business and marketing, is a
statement summarizing the customer segment,
competitor targets and the core differentiation of
one's product from the offerings of competitors”

> Moore:
> "Why should I buy this product or service?"
> For <target customer>
» who <statement of the need or opportunity>,

» (the <product/service name> is a
<product/service category> )

~ that <statement of benefit>.

> Unlike <primary competitive alternative>,

» our product <statement of primary
differentiation>.

— softability




What is Your Value Proposition?

>~ "We can make your risk management

system more effective, more systematic

and fully transparent by using QPR to

link risk management activities to
processes and stakeholders and by
supporting risk managers and capturing
all risk management information

automatically”

— softability
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What is the solution?

» QPR’s software

> Consulting

» Planning
Training
Customization
Integration
Deployment

\

\

\

\

| 4

» Benchmarking

» How good are the customers’ practices
compared to best of breed?

— softability
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Why is it better than competitors’ solutio

=

» Integrated with the processes and key

business measures

Provides full traceability of risk
management

» Can deal with multiple effects

=
[N

— softability
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Questions ?

» Further info:
www.rdware.com
www.jyrkikontio.fi
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