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Everybody manages risks all the time in their every day life. We buckle up and 

are in constant alert for something unexpected, when we drive a car; we eat 

well and take health insurance. These risk are familiar to people and they are 

easy to manage intuitively. 

Risks in complex and large projects cannot be managed intuitively, because 

the risk are too numerous, they are too complex and they require 

communication with other people.



All projects have risks and some of them will inevitably occur. However, 

it is often cheaper to avoid a potential problem than fix an occurred 

one. Risk management tries to do this and you can think of it as an 

investment into the future.

By identifying and analyzing risks, it is possible to know the essential 

risk areas and to concentrate risk controlling efforts effectively.

By controlling the biggest risks, we improve predictability and control in 

projects.

Consistent use of risk management practices and terminology helps 

communicating and understanding the risk information.

By analyzing the performed risk management activities and the risks 

that occurred, we can improve risk management for the future.



This part gives an overview of the key terminology of risk management. 



Here are different kind of statements. Which ones of these correnspond 

to your idea of ”risk”?



Risk is a complex, multi-faceted concept and a single word ”risk” is 

often insufficient for deeper and thorough analysis. 

In order to understand risks well, more precise terms need to be used: 

they will allow more accurate and effective discussion and analysis of 

risks. 

Risk Factor is a known characteristic that affects the probability of a 

negative event occurring. It describes the environment and does not 

have a probability associated with it. 

Risk Event represents an occurrence of a negative incident. It is a 

probabilistic phenomenon, i.e., it is not known for certain whether it will 

happen or not.

Risk Effects represent the final impact of a risk event to the project

and they should be described in terms of project goals. 

Probability is an attribute of risk event. 
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Risks and opportunities need to balanced with each other. 

In the strategic planning, opportunities receive the main attention and 

primarily determine the strategy, risks being considered as well. 

When action plans are being made, opportunities and risks need to be 

balanced to result in a feasible plan, be that program plan, business 

plan or production plan. 

Once the plans and commitments have been made, the main focus of 

risk management shifts to ensuring that the intended commitments and 

planned objectives can be met. 



A dictionary definition of risk is:  ”A possibility of loss or any 

characteristic, object, person, or action that is associated with that 

possibility.” However, this definition is too abstract.



Risk is traditionally characterized by probability and loss, and this is 

how most of the risk management approaches value risks. 

Uncertainty associated to risk indicates that we are dealing with 

phenomenon may happen – or it may not. 

Impact refers to the effects that the risk would have.  In the case of 

risks (as opposed to opportunities) the impact is mainly a negative one: 

loss of money, resources, reputation, or missing a deadline.  

Risk is different from a problem (or an “issue”).  Problem is a situation 

where there is (practically) no uncertainty associated with the negative 

impacts.  Problems are often identified during risk management but 

they do not need to be carried along in the risk analysis: they should be 

assigned for resolution ASAP, depending on their seriousness. 



Risk is traditionally characterized by probability and loss, and this is 

how most of the risk management approaches value risks. However, to 

understand the loss, one needs to know, what the expectations were. 

Say an event causes the project to be finished by the end of December. 

If the original goal of the project was to finish by end of December, this 

is not a risk. But if the goal was to finish by the end of September, this 

event represents a delay of 2 months and therefore is clearly a 

significant risk.

Goals and expectations don’t exist as such, but they belong to 

stakeholders. By identifying relevant stakeholders and their 

expectations, it is possible to prioritize risks and then decide, what to 

do with them.



Here are listed three different definitions of probability. 

•The most basic of them is classic probability, where future outcomes 

are decomposed into atomic, equally probable components, such as 

throwing dice. This definition, however, cannot be used in software 

projects. 

•A second definition is frequency-based probability and this definition 

may sound useful, but software projects are always unique and so this 

definition does not apply here either.

•The definition that is left is subjective probability, where a likelyhood of 

an event is based on a person’s subjective belief. This may not be very 

scientific, but it is the only definition that can be used.
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This slide presents a generic risk management process. All of the well known 

risk management process models have the same four basic steps, even 

though they may be named differently:

• Identify – risks are identified

• Analyze – risks are analyzed and prioritized

• Control – controlling actions are taken to mitigate risks

• Track (Monitor) – risk situation is monitored and new identify, analyze and 

control steps are initiated as needed.



This presentation describes the project goal review.
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Goal Definition

Description

Existing goal definitions are reviewed and refined, if necessary, implicit goals are 

identified and defined.

The association and expectation levels between goals and stakeholders are defined.

Frequency

Performed once right after risk management mandate definition. 

Can also be performed if new goals or stakeholders have been identified or existing 

goals or stakeholders have changed.

Responsible

Project manager.

Participants

Project owner, project stakeholders, project personnel.

Inputs

Project authorization information: goals, resources, schedule, budget.

Risk management mandate.

Output

Goal definitions.

Duration

1-2 hours



Goals are linked to different stakeholders that are associated with a project. 

This information will later be used in risk analysis to compare and rank risks

The relationships between goals and stakeholders can also be documented

using a stakeholder-goal priority table presented above. Such a table allows

approximate prioritization of goals for each stakeholder: each cell in the table

documents relative importance of goals for each stakeholder. It is important to

point out that if such rankings are documented for stakeholders, each column

should be read and interpreted independently. Priority values between

stakeholders for a given goal cannot be derived from such information. In

other words, goal priority rankings should be interpreted only within a single

column, not across columns.

As shown above, the relative priorities between stakeholders can also be 

documented in stakeholder column headings.



This presentation describes the risk analysis step.





There are several ways of documenting risks. One of them is using Risk 

Tracking Tables.

The benefit of using this kind of documentation method is that it allows you to 

document several risks one sheet of paper and gives you a good overview of 

the risk situation. The downside of it is that it allows you to store only very little 

information about the risks.



The Riskit analysis graph is a graphical formalism that is used to define the 

different aspects of risk more formally. The Riskit analysis graph can be seen 

both as a conceptual template for defining risks, as well as a well-defined 

graphical modeling formalism. In both cases, it can be used as a 

communication tool during risk management.

It may not be necessary to create graphical scenarios from all the risks, just 

the ones that are most important.

We have noticed that RiskitFlaps make it particularly easy to create risk 

scenarios and discuss risks in risk management sessions.

(RiskitFlaps are colorful laminated Risk analysis graph elements that stick to 

magnetic boards with magnets. They can be written on with water-soluble 

pens and wiped clean for the next meeting. RiskitFlaps are available from R & 

D-Ware at www.rdware.com)



Risk scenario development provides the detailed documentation of 

risks that are selected for analysis. Risk scenarios are documented 

using the Riskit analysis graph.

As there normally is limited time available for risk analysis, not all risk 

items from the risk identification process can be included in risk 

analysis. Therefore, selecting (“raw”) risk items from risk clusters is an 

initial risk prioritization choice, yet this choice is made when the risks 

are not yet analyzed. To counter the possible bias caused by such an 

early selection, an adequate number of risk scenarios should be 

developed. 



The Riskit analysis graph uses specific symbols to represent risk elements. 

The allowed symbols in the Riskit analysis graph are defined above. The 

banners of the symbols are color-coded to support easier recognition of risk 

elements. The Riskit symbols can be drawn manually or with any drawing tool. 

However, we have implemented a drawing template on VISIO which contains 

the Riskit symbols and thus supports easy creation and editing of Riskit 

analysis graphs. The symbols are also available as MS Office Drawing 

objects.

While the risk effect represents the impact the risk had on each project goal, 

the concept of utility loss captures how severe the overall impact of effects is. 

The concept of utility loss is based on the utility theory, a concept widely used 

in economics and decision theory. The use of utility theory allows the 

simultaneous consideration of multiple criteria and consideration of several 

stakeholders. Furthermore, it is likely to result in more realistic evaluation of 

the losses as the utility functions of stakeholders are generally believed to be 

non-linear  and there may be points of discontinuity in them. We have 

sometimes used the term “pain” as a synonym for utility loss as the concept of 

utility may appear too theoretical for practitioners. The utility loss is estimated 

for each relevant stakeholder. Thus, each risk effect set has at least one utility 

loss estimate associated with it. 



Whether you are using expected value calculations, risk ranking tables or 

Riskit Pareto ranking technique to prioritize the risks, you should always rank 

probabilities and losses separately, so that they don’t influence each other (i.e. 

first rank the probabilities of all risks, then rank the losses).

Once the rankings for probabilities and losses have been obtained for all risks 

or risk scenarios, they can be ranked. The concept of expected loss can be 

used to prioritize scenarios if both probability estimates and loss estimates 

have been estimated using distance or ratio scale metrics. However, since 

sometimes these estimates are pure guesses, multiplying them is a 

meaningless operation.



This game demonstrates the effect of unlinear utility loss functions that we 

have. You can play this game by drawing a number between 1 and 100 on a 

peace of paper and giving someone else a $20 note. He or she must then 

decide, whether to give it right back (i.e. 100% probability of losing $20) or by 

saying a number between 1 and 100. If he/she says the same number as you 

have written on the paper, he/she must pay you $2000 (i.e. 1% probability of 

losing $2000).

If the person acts according to the formula of expected loss, the both choices 

should be indifferent. And if you improve the second offer by reducing the 

amount to $1900, he/she should always pick that. However, people do not 

often act this way, because of their unlinear utility function.

Organizations too have unlinear utility functions, therefore risk ranking with 

expected loss calculations give wrong results, even if the probability and loss 

estimated were correct. 
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Utility theory is a concept widely used in economics and decision theory. It 

states that people make relative comparisons between alternatives based on 

the utility (or utility loss) that they cause. The utility is the level of satisfaction, 

pleasure or joy that a person feels or expects. (Utility loss is therefore the 

level of loss of satisfaction, ...). The use of utility theory allows the 

simultaneous consideration of multiple criteria and consideration of several 

stakeholders. Furthermore, it is likely to result in more realistic evaluation of 

the losses as the utility functions of stakeholders are generally believed to be 

non-linear and there may be points of discontinuity in them.

Many current risk management approaches are based ranking of risks based 

on the loss they cause to some specific attributes of the project, such as cost, 

time delay, or quality metrics. Often a single metric is used. This can be 

detrimental for two reasons. First, the use of a single metric, or a small 

number of metrics, can create strong bias away from secondary, yet influential 

goals that should be considered. Second, research in economics and 

management science has strongly indicated that decision are made based on 

the changes in the expected utility (or utility loss) of alternatives. As the utility 

functions of stakeholders are likely to be non-linear, use of direct loss metrics 

can lead to wrong estimates and rankings of the risks. Therefore, the Riskit 

method uses the concept of utility loss to compare and rank losses of risks.
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